L3 L)) bl G2l il g dlmiw Yy iniSTI pllsi

Pl 3 g g0nd
Sl g acdiludd) 3 3 9
platt (yadld uolall A it

by, 783

b ) U1 831 481509 dylowsn Yy Ca2SIN allas 3

Y.Yo.qy 3
Yovo /oA /va 2 ,slall
alall U kel 3l a,Lad) agd)

Sbuldly ) g o
Yavo oY/ e sl YVY W3 LA ) Talaul
Yovol gy s 88V o3, LA g Jdally
guﬁ\ Q_A;Y\ pl—s ks

i e olglll cliasl



L3 Ll Ll b2l il g bz Yy ST allsi

i Jalt LU 85l 41509 Llmawly C22SI pllss g5l Lo gas duablis

alall U aalall 3yl ayled) agh! o)

chall o gla — oy i yLadl agdh) Olgie

Yovoe [VA/YT —Y.Yo.qy ol )09 3,

i l) L) 5ol 23100 Bz ly (a2 S pls iiiall Olge

Aol LU Gl 2810y By aSd) plles 387 daiall ¢ g5e
Bagas Radlis e et aa b

SIS e g5

2o g Sl mp) e Lo 10/ o2 Yo ke

2 Y W 55 Oaale Ogpteg aze Lois S VY 0w/ oA Oles

A N ste e Loy [YA] BLoL o8l Ol S 31 504

o2 Oles s 3e

.\.3;:.5‘3.%5&./,\.

i) e Ole

3V )

Ly

B0 ¥ sl — gl 2 /) o5 GSM el — e sl il
il ann s BSU a5 SIY) dadl e LSl ey o Se LS [y ea/ o)
Pl e el 20l ol 30 xSV 35l ey WWW.ppa.gov.1b oL

www . general-security.gov.lb

b2l s> (v’ml o

BA oW Gl — sty JU 815 =/Y/ 43y U sl — plal B daledl ) 2ol e O
AR

- )l — Slaill) ael —/Y/ 13y (S sl — plad) S el &l P i OSG

L Jead) 5o

Ll sl daal dles

(W) gis of Linll dad >



http://www.ppa.gov.lb/
http://www.general-security.gov.lb/

“‘"o é? 4 )
‘%ﬁ'ﬁ»{%" ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi

Jjgﬁ\ r..ﬂ\
£ sbaly 25 A gy Aol S

ASgogeg slpadl Wil o Lo Bal

Bl Ay layy sl e il 056 A Ty " aladl agdl " L L sty plad) U Rl Bl (o 4
Endpoint Detection and ) & Ll bl s3g>1 231,09 &l Yly CazSl ol o1,2) &lases diablin ¢ pgesld
i Gty Vg el gy i ey s ol by 2l i) Wiy (Response

D2 sy bW Ee M (63 Y eIy Y YV /Y £ 3 pladl ) ad) 096 pSHT Ms Lyl s e 3l
Al el 050 AT 5k ¢ aladl sl il 050 ATy s byl s alST

o U5 e DY) e el s ) seal 05

. www.ppa.gov.Ib sl ;,;Js e U B a9 SOV 2ad) — v

. www.general-security. gov.Ib a,lall aght Heldl eSSy B —VrY

s byt s Sl e

(A gl IN) o3y gl -

A o2 [X] o3y gl -

Apd e de Y] 3y el -

Al e dits /z/v;)&‘),u -

ki) e Ol o 8l Sles 354 [of o3y sl -

PN PNERF ¥ 1] 3y gl -

RERIFY: Iv] o3y =l -

U Olgsall e aplall agd) e ate i e Jseadly M byl s e o301 S

¢ [YYOA/ ‘.3) 3\3,«3\ —ﬁde\ s — Jfﬂ\ &Uaj\ JY/ (.3) %;;J.U @L\ chaJ\ gs‘L“ @\..“o (9
oSG o il aghl ol 39Sy b ey pladl o) i) s sl S i SV o) Je ad LS
g i) s

-\

-\Y

-\Y

-\¢

_\o

. Addall oda 8 DIREY) @b ekl Ogoylall 1 A5 B3

Abogkall sl of sl of Slied B blan 2 4yl denge ST 408 2l 0SS OF (2

40,0 3 ik


http://www.ppa.gov.lb/
http://www.general-security.gov.lb/

o /4 |
‘%b..:; ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi

syl o121 2

- adE aal

Lot a=l] (V) o3y ol (3 53 plail] ew gui ol Lo aadlll ai ey o 20 54 -7

g 5250 pllall (151 Jlay) el p35 ity 2ally aoY) 2l e IS gl o)l ) Wge gl day Y
coda ol i) ddes

O3 a0 43 oy 2ikal) el [ 581 ] (V) 3 oelll 3 531 plal) )l Aol el gls 13 Y
Gyglata oyl o 13] o Bl Jlal (29,0 €5 15uiady 131 ¢ Lol el (3 o blsn 093 Wbl gyl
A glanthl (o gall Ol (o as i) ai ke S o)W cie

g}qﬂ)w\ 3\8\.&.& .bjfﬂ

: dag) J1 8o

ol Al 831 (3 llall Y1 Sl 1 339 Leie pang ¢ B Doy 2l ol (3 Blss
alall o osatl (3 Lede oswatll agll 33 guille caf 16 0, Y

el die oY a5 gL alaY)

Gape b sy 30U AT o))l Alons Cptel) geedsiios o gnie 34 ] g i B 0SG YI
ol il aze oY elal ol asile ST a3l bl gin of ¢ gl waSihos slan o T SIS s
Slel] it ST 54 o claid 15 ol 05 Yl ¢ gl ades o ple ea g slip
el sl (3 syl e cLaiYl w3 1S Yl ¢ o) Ol o Bl

e 28 Oly S WS st Jlsedl Gamdy ) slis) (1,4 1558 25 0,8

Flan dp il Alaldl cliael o Gl mn vt 055 Vi sladd) aald 2y 21 alabodl (3 Sl 13585 Y
sElas oyl o @sls

s oY) Oleall STy iy ol UYL el

o ST it o of dad) 13 15,0 Y

jeobasyl g Olol e ad

- dgellal) dyyay) Colian iy 5ol

of %
—¢)
—¢Y

—¢Y

-¢¢

_io
—-¢1
-tV

—¢A

¢ dewold- 35U

Do ol el et (5T 0 e g By Bigmy 20l p1R -0

aly ¢ ae 1 dsly o 2and) oy M ol by 2l s e bt sl aoe 3 o)) S
sl Spazwl of Ll sl 0 655 (5T 093 Lemnds addsy L WA Ay 48 2l by o)l et Lk
g Lgzasd SIod A3ld Bpd Ugebko ooy s s oyl o iy ¢ oLV s e wn s 200

([ il diza] [y 3y el Ty ) J3oS

40,0 4 it

-0\



o 4 |
‘-&b....:.g. ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi

Al o 22 T s fonty b JS7 238 —0 Y
A Slebal) 3o SIYI oy aisls oy ey Sy o Lol blyie aioe & oyl 232 —ey
tsllall 25y oty B —oY
W ey B4 ca z)le ST e Cosn
0 Osde ok ol ade Bsiny lall on gty Whon (1 3 sl g/l ST —oYy
JgoS Wby Lzt S0 a3l

Axdg m3sks (o)Al e Bl 23l G Colo W G A a3 oY

Y st (o)l e mdsdl 3 Gl ) jaseid) i jases oA Cgﬁ 13) 3@l iz gl —oYY
Ll ColS s Bllas cig )
B e Y a0 3gm Y (03] A Oly of Bl alic oy adsdl pgaell 2shl Blay e a5y oYY

(2ol b a0 e e

(2 2 Rl )0 e TN 0 VU0 alis oy w85l 2300l s o —oY0
P e 957 o L;Ls-

ibols” slam Y Ol bl Boiall o 435 3e —oYY

£

(isenll lidall (3 Hlra adkls"
2 0SG of () w1l i sk o)l Oh ks ¢ o)l b Al sl WL
(s b e Lgile ST 80 IS sy sleam Y Oleal gbogll gl 3 Sl

Joredl (3 ool 83les (ot Willas o (ol i) SU s ) Bl e B3lo a3 —oYY
ks A3l Bl g ) LS50l o) 0L w ¢ (gl

bl @i — LW 35 ) o)l s Balg s —oYA

pde 53led o ¢ b leols OIT13) wlall andl e dga)l Ge U o)l femws B3lgd -0 4
Teols (S 413 Jemnnd)

(Sl Joeed) @ Jemd B3l —oY AN

o3l Sl o ALl ¢ clasV) ¢ gl 1 RS ) ) e 3y0lo dlals B3] —o YAy
Ayl Slegylly ¢ oyl blas ¢ JW ¢l ¢ adsdl

5La3 Bdas Al 3 e o)W OF oo e ) e Bpslo 836 —evay

oWl W 3 o ol Of e el a M) e Balo a3 —ov At

b @ drall Ol 5E bl o)Wl Of cus asl)lly asbually sl 836 0 336 —oYq0
& s ddloy ¢ ogall @b duds by ahlo o (Rlglal) dull o gy o lied)
e ) olastl

40,0 5 i



"‘"o é'g 4 )
"}f‘#».‘.%" ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi

Sy o5 Ll (VAp) Zoseil Wy (o3l st Olollmlo 4 Gy o)W (o s oYY
¢ o2l ) bladl e wled) aladt (3 e oy o Sle b ased IS7) 2
((smn ol b past o)l s O s 380 26 51 850 8000
(@l a1 (lwsl) olad (i Sl [858) Cappnd) ey o8 s —0YAY
Al s —oYaA
s by all s e 5 alal Sall) Corgg 332 Csllall 54l Oz —oY 49
(863 gl ) dsoBU Wy o)l o (B0 0l oyl s =0 749
e\ M e L Blaas ygo of kol el [0 Y/ widl £ 950 Bygllalt ilizndly B4 BIS 065 OF 4
8 A G e il daw Blge o8 i Y O Lo wiedal Wy iz ST RN jub 308y (assill
shows [ovo] 32l gaose Juall ool clinal Ao Fuyb 093 g (&) Olkined] Al 29 2!
U It S

:)bwiﬁ\ Jgdo

Lol gt 35] (1) 3 ekl Wby Ll aaally witd sllall o) WY1 el Yy 2l 22
Leald B0 b SllSTa3L) of bt of o o Sl (5T 095 32Vl 25,30 T3

dap o 2Vl a1 OVl J 3 ¢ e O Lage Ciglally psutly (ol B8 el ey
RO TN TR NP RN

Tee 22y 2B YL 03l 16 andl jai)

B8 alie o of (Bl 23l 5 o Sl Jpir 2y o

il ¢ W asgas pde Gy Blal il Lo dgall o)) L8 e pJAl el 2 ias aie Ul
et 35 I BLal aedll Lo ay,all & s ol Oy p3A oy 25

_or’

_02

igegendl RBUL ol 3 S RaYl b AUST : dwstudt 83\

(S oda e Agsens (o ALadl A e Yy o) 2l gy slasl Bl U S e o))l e
ol i) dles ks jt e o SRy

Clldl A s daglld) Bs

gl L aladl agdly (o)l o dalally s adlad) g6 gly LU aa SISy (bl RS s

40,0 6 i



‘&‘a%ﬁ L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

) CL.'G.QM}I\ : dasldt Bl

Sl dsdll e ol S 15 e dlee DI ede sl Eles Jo s placed b gui o)l 34
sl e sy 5y L] b (b Ll o Yy o gl g

Sl sl o abl i 18 g5 alee P ooy e Jsamdl Ll G e o) aladl b1 e (s
o o)l o ] ¢l as gs 10F 09 e e B 3 T Ala ey ¢ gl g
A Slals pladl S dalad) Bl (£

IAY] 3ad) g son Sllal o Jpadl gty ¢ LigaS) lda by 2l s Ly 1906 ) ppplall s
Sl assll o ol 5me 15 alldy g aSOY) ally (STl LU (3, ¢ Ol Bpladl dgdt s oSl
(plameYl ol sles] =4,0) 2l uid

et B o Lgin )30 clsn ¢ O GV ¢ (gl @i Sl desll 13wy Gl 3 il a8
ol mer Al b bdndl b fy ¢ L] BLol ol @il ol JAa OF ¢ cppladt e plde Al
i) Radl s iy ¢ Cemlall Vb Tole Ltad) o3 00 ¢ g Sl LAl agdl g
Ll U el 2 pal] sl 3 iSIYI Bl ey plall el 2l s sl S

S Aladl 2l pob ¢ o bt of ALY dms Lo 1l gl Sl (3 gl Oleglall comof 13)
eid Sl desl) aZ g ¢ ans O (39 2o Sleglall s o2l g e 2kl Al Slashald
Al el adh 0pG e [ W e 8] 5AA 3 ade o) el e ddiall 3 IgaY) ol

—-A)

—AY

—AY

—-A¢

2 ks 3l ¢ dmwldt 3!

2 @i e sl e Loy s 2l B Sl 33 s by 2l s 504

i5Lo) sad sl alls 1golde OF ¢ vgog e Do 855 slabl 8 ¢ o)Wl e s OF alad) i) S
Isody OF 5T ¢ g all Sbleis &Ml 876 19308 OF ¢ vgudg e Do 878 Wk e Osily Ul cpo )l e
f:\.:zg §l 2y jf ¢ a2,e Ol .>:\,c<l ER U 31N P PYE [ v, RN UR VR T L;)a:v Bl pg,e wbles
s Mo 37 LE Ll by W5 4l L o e Oled

U.DQ;J‘ Jjwéy L}‘b )\&Jvl JMJ- Bl Ol BJQL.&-‘ dj) LoC SV} QT jT o e J:bq QT up)\a.ng.Q
sl Lman 28l s a3l S5l

.HJ:!MH . HW” 'w\j QL»))\_o uajjx“ C)Uy\& ‘)—0—; QT v.é —-9¢)

2o b hdr ey WlesoY g 093 o)) sl ol b Wl 3 a8y

s 5l 3 Ak opm plan OF o all oy i o)l ) o)Ll o2 Y —q g

-4

-9y

—ay

—4¢



S 4 |
?‘*'.’5 L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

s Sbb%wf&wwﬁwup)wC@. -9¢¢

- P Ole @ Bl B

e Y B 8 Oake Onpteg Bte i SV e e it 2RAR) 0dd 2l Oles 332 Y Y
o) e sl e Loy ey 33U (YA BLoL o e Oles 3o s 534 - Y

oo ) wstel 22 0f L TGl ol Oles Jsnie 534 =y oy

too ) Oles sl -y 4 g

oLl 3 ae a3 g29n ddidl o Ol a5 e plll ) RN
a3 e abasl dlen 3 @il e Jpp 4 o)l ) A

- i) Olad 1 By Byl 33U

il A o ) s Rt i e Ol Bed 334 1))

J s ¢ il 35 0 e Ly e aeds b Loy [V o/ Jplonty ¥ 578 IV diidl) e Olods €8 % =) Y
Bl (3 ke sl S a8 il 32 5y o) Olas 3] ¢ dudid) e Olas 25 o il
bl el 06 e [y Y/

o Sllg e G 5 Lo ) il Opyy 8,50 ate ey ¢ o) s Jlsb Tade Bl e Oles Gy VY
lamge WIS i) o ) prlll a5 0 f Jle f Sl

Uy 5 8 @il OF o aLad) 3t 050 e (o8 ) Ll pDlaa ) sy o) U] doiisl) e Olos 5l =1 ) ¢
ol pptaally Bcald) 53l e Y0¥/ il 3 350 gl el 358 6lesl dayy (Jso SN

L bleaall a8 Ay b : 5 phe AW Sl
rondl) iy ol oY Tasg il e Olas LS ool Ol 055 =Y Y
v NV S PRE X Lus -

Cem&\}miééou&fmw‘)rb&wfjbucwij;-jug};\}ﬂ_oéfmdw;)bfwf -
RSP
('-\&H &J"‘SU Lol &ﬁ.ﬂ\ tL@S oda ;J,;J\Z;.l.a&rwp W\w}OWj u.ajxj\ Oles (:X-Eg -\YY
S o> Wl oL Bhee Olaa) dile Byl e ok Jlal of Bpee cht bledl) o 2ol LE Y -1 Yy

Alegd 5y 1A L6 OIS

40,0 8 it



/4 ‘ .
% Lol DUa) G L1y dylowi Yy At alls
29 el 1 S AU Sl
DipesE M e (ol mog YY)
oo AL Blo) odlel dnldl a3l e fo ¥/ sl Cores Bkl oldizidly 3564 2an JaY) Y
Y] 3 Gl e A
el aaldl Bl e fot) il Comgt sllas g LS eI Jgisr 22 ) AR
PN Sl Je ST
(o) o3 A O
ety 2l o] O
whas O
o) Blas o050 O
A Al =6 O
N B L) e e Jgad 0z s ge G ONE e el [V TN/ i) 3 Lagis ogail) W o -\ TY
oplls e ST Yy ¢ Loy pladl oD delal 2l vl Ogineg pg2 2 el @5 dis ¢ slaadly JW 3505 — ol
caeldl [ i) [ et [ psdl s QW SN e 26,30 05 Lt Y 533 syl o2l e §gogn (S5
055y ¢ oAl ady alil o by ¢ wlse ol wio o oyl wolST8 BLal o 45,6 5)le &1 03 M3,
ade 32l Ol slay 5 San Jo Csnld) dbuly a3l OV e 4,10l
S el = aladl U el gl ) Sale aJU o Laal ol o sl sl syl e -V YY
JYYYR 3w A — sty WS ¢ W sl Y/ 3
SOV R e jpilly ¢ ods sl deny el ONeY) el Gy Lo by pgall @i Sl del 312 -y
(2o k] dlen slgn) s b 29l 2b el dosn 05S0) ol L2l aed S
dly el oty 2l o s b 1 LWL Ll 13 i Jladk poslall Ll dgdi 555 —\ Yo
Do Wy o oy ) ol o ¢ I pis LSSy iy Sy (o0 ol o el A sl -1 v
sl s o)W ) Loz ol b ¢ ol gaad el aesll day pledl agh) addes e o i ¥ 3 Yy
(2ol (b ek
g IS Gaby dilb i asly o e ST le OF oyl 3£ Y -V YA

- P9 iy b 1 8y Ay J1 B

wad Qs el wully by @l Cile s o Lo o el Bt s gl ik gl e
2o £AB s clgml b died Ltle Al (3 Sy ¢ Y 24l

SARA



‘-&‘4‘».-5-‘ L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

glosl or goy L @5 b 3 Sl alll 3 wles e (S OF Lilasl n JS7 ey 2lll ) e - 2
coladl 18 wbme b W3y ¢ b i) By ol Llall oyl

Mg ¢ clagyl we QW gl dd) Jo saslaall 5lsY1 515 o o)l e i Blan ) gl 2l S -y gy
Al 2 06w L Yl ol e el L] wak L ALell agdl ol Flall e M s Lk

Lo Izt OF 5T BYgle 3 1Sy OF o il ol 15 OF (b (32 Yy peos 3 oLy Bl slpdhl oy Y 28

A dll as 8 0B ol e Csn ST Eal Sleh! 8 e il plena ) (Bses S ¢

ez ) Ll 2

cadle Oll (2 sae of 030y Lolasl 2Ll o))l d) dsg ¢ amll slael fu oY1 3 W Js 3 ) o

o ostdl Gl 54 ST oo Ty ozl wgliol ol ol sl sl adee 3 GSLEN iyl mad 34 - 61
N R R

AW Y ekt 2l a8V

el Adae (3 Sl ez 4] OVlely B e pjle ST asgl ol OV T o iR
c onylal) Bl ae W) U e Al sl s, Y1 g 33y s ¢ ol
W e o] Al (3 e Josadl aylsY) Slaadly BB e gt o O b 2 EAA

I sl oyl Lol OMely o) Togd Lo 3l Aslbll olizud) 53 Al
Ad) g0 Ay laglly
o bl o1 ) IS ol catlall [Y] 3y gonll) §age il gl gl ik L vevy
sl 2l Sl e Wil cde 2 Lgzah,d 5151 L3
Al gl s oty il 2k ) Tlas T 5 bl Pl
werge i pllly IS gl i)l Sl g e syt s OV 2 5,4 V8V
QLY ol gy ¢ AUl BLled) Sldaall ey i e 1870/ Y/ o3y ol g 5000 2203
S 2l ] OVl B)lae sl Y gk 2l S
Q) Sloeat fliy ¢ Rl oyl Lpams sl LeaaaSG Bl sllasl ol il 2k 3o —\gvo
(S S bl 2
Slaglall 0ley Sl (o)l o et LMo OF ¢ @) Slelr] oo o Alomn (5T 3 ¢ gl mld (S =1 £
Loy BaJAM o g all Lo (3 el ¢ aom wiladl)
el s bl oY 0o LS gl 2k slacly (o) e By a3 Tt puall o8 6y e -1 88
e e Tl el (Ks OF e adiey comjlally ¢ plall o) 20 damy 2Lal) 2t i e OpSLEN

40,0 10 2uis



L3 Ll Ll b2l il g bz Yy ST allsi

i) I3 3 05 PR oo ailll Sl 3 a5 sl sl ol S elr) b o Se Y -1 £0)
U Lt SUlazall Stn 2 (2,0 Jor ) 50l

S slr) 52 Yy ¢ il oyl opatt o)l il Ak of dpladl 2gdl o ologlie of o] (Se Y -y gy
2 Gl r Lol b f el (3 s

il e ¢ Atae 35y Ol Jl- 3 o abls o 2Bl oAl (3 dil clld) o legdall oS- 3 -y gAY
o @13 36y of Slaglas JuSaul o gais (b of ¢ 4z Jsm Slopdss ol (2)lal) o Lbs Ll gl
o)) o el (3 algludly Blasd) foslu alpmly alas LM BSOS O bys ¢ sl a5 D
i) 096 o YY) 83U e U ) e [7) A8 pST Lol g ¢ aad) JLSaYl ol mesdl SLL 8
el

- o)W Sl 1 8 A3 33U

toed) ) ] (3 il lela) e ol dgylad) dgd) e

sl ol ks age of o aldl el el 056 AT Cage o Jes ol aile of CSGL oyl a6 J 3 - 0
o b pdsiins o Cibga GT o 2,0 13 ¢ 85301y 35l 3o Wl L Y ¢ sledl) 05l Wsesd) (314
Copila b ol sale Al  amie Jo 3ly ol amie o ¢ (T Wi ke u) o yladl agdl s sl
ol e ol Bladl Al ol e Lo 3 o s e il O caad (63 2T 6o sl of Slee ol Baiin
A el sl Lo 3 ands

ity plall e ad) 0B MST Ll s flall (3 ojliar 4l OIS7 o Adain jud Bl 3n o)l s OISTIS) —Y oY

PR

. ij\ & CJL’P}\.&L\ J]a:- : 5}.‘:& dwsludt 3

ol aads gl Ll 0Lty )l e g8y el Bk o s Lad Al Lol Tl

R WY NS (I PO (-
LAl oyl e ) s et Bl gby Lite s leds o Lk atad) gl slbe] S0 2T fai 6Y Bdls
NPT ERURCAE R REAT N WIPY ) [ WSS JCH DR ES W




o /4 |
‘%b..:; ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi

L&D pall B pd) 3y 1 8 pie dnaldl S
Al JUI e e (T 0l Sz of 4 o () 3l DLkl e 88,0l 5,01 w8y Laptle (2 al) g b o))

L dilel ) e f._.;i ji/j o)yl c\al] 1 8 e dawld) 83U
SV (3 S5y ¢ st plal S o)) E L) S Sy (o & wlelr] e G6T ol ] 5 sl il OF lad) 2l S
AL a0 e [Y e Bl Lede e )

Ul g Lol jlawdl) daisll oy el Oliy delgd : Og il 3301
Lolid] jaisie ¢ pdall o)l U0 3S0 oliadl sl i ¢ aedl OF o5 13) o0 (of Laiys O aladl agall 502
Ol e (3 pld 6,201 056 e /Y V] 83U AT (sl ¢ 8l aady o) g aose ) Ll (ole 1é

A A sy W) 2 ) Jad detgd 1 O iy Al 33U
AW RIGN o al) Ll agdl LE Y

o5 el el 0B e V] W) atic cl3y W Al o5 s l) o )lall il bzl L YA

ji;(.w\;w\ojsuy/w/s;mw/\/w\M;rmél;gu —Y\\Y

sl 056y [YY] 55U atis ol pé Lolid] Laisas o)last die U o4l jabd | L —Y)\ Y
N

08 o [A] 53 (3 22 Ol gl Slelr) e U 2 al) o6 ) o))l dazd f L ALK
RN

s Oty Lay)p il L2 ST (o all 803 235 (s o)l sy ledl agd) als ¢ gl o all e LS sy =YY Y
o Bleel T e obl 50 8Lt 358 clgnl die doadl i sy sl (S350 i) S o )
) Sleghald JBY1 S iian OF Ct sl ¢ il &b

(35 plll) S ol 218 Ul o)l Olsieg el “YAY)
2l e —Y\YY
el 375 0 -Y\VY

Lo Ve las ¥ alee s diall 355 s W o)) g Ok Ll Agdl ask ¢ Aol 815 cLakil b -V Y
e S ol 8 e daal xds b e Lo /) 0] dlge IV el aledl aght sl Ll M s Y
Flall b 1 e 00w oV 3 L [¥ e/ ) Al ol 532 0



2

s
e

L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

R R U Bt e S NS IV A NWEES

Bl Bl I el s e o AR 3L s e olan el ol S oyl Yy dled) able U85 Y - Y
A 3L e by s kdl sal) oyl Al o Lo el

alad) agd) (S c A s 3L aze Oled Bladl aghl jslal ¢ il iy e SUW ol 2 L g Y Y
Op & 8021 SlslaYly laald Wby 55l 5 Y (o all e Wl o el Sl OF f el Al of
sl il LYo U5 Y s ¢ gl lile 3y el 51,20

40,0 13 touis



S 4 |
?‘*'.’5 L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

@Lﬂ\ v....&h

c oyl alshall ads 1 Ogpially 45U s

Al e e o phAY s e U e Y1 e U oilslly el Ty Akl e Ny slolall BISTO) —Y Y

oo i) wdg U o)l L) sl e e pbl A I3 VL 8] AU QW sl ey pill) By —YYY
)l ed s e CVL [e/ g Ll agd sl tlall a3

il e ¢ Og el ) B

il B ey gy e Dlted T a3V kil e 534

Ll alle sl Flall mr M 1 e il 3 S o)) £ L) b es i) S e Rt

Cghias g odg ddall dad 1 Og iy dayl J) B3N

5302 Lles es odeis T EUB 3] s V) dmar My ) Lo Yy anb i) 3 Lede 38l VU 0SS -y g
Ll sl 056 e [ 4] 85l e e g Bl Y VU (2 ael by sl by i) sy

i) dad e s ) o) 096 e /Y 5 3 e o) 0N by sl - Y

- Ml Adall dud Ol Al 35U

Labasl e 8o I35 a5 05y ods o201 e £ 909 plladl 2Ledl 2 o) 2lamdl pdawyl 2k dzs —Yo
) 8 e oS b g b e T Ly 0l

M 1751 gy Tas ells Lol gzl e Loy oM alons s 330 ) aaeb llas J- 3 —Yo ¥
oAl 8 e odee Y b g 6 e T Loy cned) 11 e 3 3N plons 9T e ¢ 02

o sl a5 s i b [l o] V] 3y aoell) 3 3l oo Uiy sl o)l ot pill) o i —Yor
3o Lty odn sl ) ailas ¢ gge pllal) 35b) 2V )

Lty Bge oo o oYl (g8 —Yo

coda Ll dlas £ obge £oall ST AAS (e sl s dsly 50 MYl (% Yoo

40,0 14 touis



)\ /24 _
P L5 Lall BUES) Gigrl A1y Dlmins Yty it plls

. éyw\ LBl - Oj}.i'd\j dwdllJt sl

ade wily by by easy aed dodd e el dlla old VYages Ly diel) duds ek Jsm OF Wl aplll e g
o) BBladl) lmse oS g3ls

C Ol ghllg Cdlgdl 1 09 dallg dagludl B

LaS™ ¢ il duis 356 Al wl) Cpkalally pall Canas A3 gl sty bl 8IS e S 2 g5l ) Jimn —YVY
Wi il 0SS ey oAV ik ol el 315W1 Slst el S 091 B 5 Vg on

SISW psi ¢ 5 el o (g ¢l Dk o i 1Y) S Lias gk o o Jlae (S So] pll) e - Y VY
ki) e Lo Bad e OIS oy wiks ey 2Dl Slel Y1 SLEL

il b a3 : Ogdeally Aot B3LL

JsoN Wy 350 DanY) a2 baly ook dmy 25U SAUL xb3 Sl gt diall 20d 35 — YA

o OF dl 3yt @ B sl s (Gonedl AL jLiel Gaus ol ¥ ot bill) 22b il byys 53 —YAY
S Pyl

opally Al B e Yoy ) Eyoye A el 350 clen) da Sl pdn) e wlidadl ods 35 —YAY
o i L bl laall Dladal) aed B Lekie )l lided) pllas) e GG OF dilad) ol - Sap codle
giles Blenzy 4pdall Ol el Jlazel W 54 LS (i) das

C el ) 1 O dallg dewldl 3

4 83020 Sl b Wil o a3 sa)ld) Lebb dE ppll) e i - AN

2l Y dr b 09 i) ST aille spms il Jo oS Sas SULa) 28 YAy

Uiy ool S iy ¢ 5 p IS0 oda sl ilas oo plladl 20 n () ) Wi 2B 22 ned AT
Sk ¢ 35S Al T ol celd 130y ¢ il B e (Y1) e ULl sde ap YT e ¢ Sl
iniad o i) e Ol 3Ll ¢ Jls> Y Qs Oladl 1is 3 alall 6,20t 0935 [7Y/] 55U AT
£

40,0 15 touis



L3 Ll Ll b2l il g bz Yy ST allsi

LAl g wdall elgn) Ol 1 OO B

DU =y

BISG W) gy Lty o)l0) dag ¢ s bgadl s alST S saall i bys alls 13) MSTL aell) el

¢ ol S ly Sie medy g3l unST ol B Gy ol e ed By ¢ Bled) Bkl 15 e Sloss
cadl b L alld i OF 093 ods Al Ll

et des Bblee o 2l bl Al e s Wen 15 Comss VSIS pll el 92 Y

(V) 32 3 Ledke osaill Olel Y1 iy ¢ ) (T ) ar ) 09 LSl iall e < IS pell) el 13)
Al sl 0l e v 8l e el i) e

rordl) U 3 ) f ) W Ogs LS sl e

\5(:,

N\

i dslge b o wilad) alales cily 13] V) ¢ L Lases OIST13) 2l 55 s
Bygll I e

s Loyl sl Y1 s ity ¢ 2520 b ol T of T pallt el 13)
A s 05l e v B e Tl il e (Y) 3380

5L 80 Aoy 2,8lad) W) e b AL il e A 13] el cL4) Jlad) alald et

N 5(;\1

o Jl) sl gbladl ol sl (S o 6 CGHL S WS il 5250 13)
(LY YL ol gl o FLall Ojlas of Ol bsk of JIged) 2 o 2l
)Y 2 N oleald s
A pag Ll L2l 056 e Al 83U (3 8)sSTM SN e all (of iR 13
Ll el 0l AT st a2 Lo of adlle (of AL o)Wl o8 Jls (3 @
Sl Cro S Lt Y bl 0l Agaddd A o] o Al g o
555
Gmiie (il p6 ol 38l Aiyday Camts Jo 33ly ol ameia o ¢ (65T 20 bl
A el sl Lo 3 ans slx) e of aladl agd

40,0 16 iouis

T ) gl ) 2l 0gs LS iall 5ol

£

=

. 9\-5‘}1‘ -Y.Y

=YY

—Y LYY

:Cmﬂ\ -Y.Y

¥



‘-&‘4‘».-5-‘ L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

s s Flall 3 o)las 4l OIS 5l dhate p Bl 5r o))l gl OS5 @
Y Bl sl alal <Ll 056 S
el el Ol Jl> 3 NG
2 e posatl) el Y G el Yo vy [ 524 3 5T Gl as Y el b 13) —YYY
RIPATIN L L NI PRV A B -4
D) slem) Sl Y g
G ol ¢ plal o2l 056 a /Y] sl 3 350 i) o S SV (i) ket Jl 3 —¥.g)
Al 18 e i) Anlie pdey sl 36y Jlm (3 ol ¢ o)les] ol aplll D6 Al ik -

A S8 058 o [ 83 e flely] ad fST 2T e Y B T o F

A r b anld e p I8 e 318D JeaY) o BJAN Slad e e (of i Y SRR
RS INEAIRNIH A & o ST W6/ o LoV 3380 oo [ e d) 53800 (3 Lde osuadl
sl U a5y alad) ey diladl dabd 39 x IV w35kl Jo alinly dial olgml i3 ad RN

- Oledl po e8P Oy Ayl B
awwé,&\mtwg,@wmf;}‘,Lw%j:a”&;yw‘ué,‘w\ Sl 3 ol e L3513
Jrv] 550 cn (Saf) 32801 S8 Ty IS pe) o oy 135 ¢ e 330 oo &l JUST 1) 2l 30835 i) e

bl il 09l

- sladY) 1 Ogalg At ol
056 oo [ 8] 83l ade as U Ty gl (S ity sl S SISTE el s ppll) e slas) oS s
.?LQ.S\ 9)”':“'5‘

.8, Sl ;1 Oy AW BaL
PRI YW ﬁby Lo OF ade C3gn ¢ 30 sl (3 ) D93 2llh Sal] e Al BSLiu] g b - 13
Q;L.:J\ (RV'S S)\J}“ )\J::J C}.\pjj\ @,’Jﬂ‘ L§L°j ¢ \.@..A%) jt L&jﬂs 3.@_;- g.}jj.w‘ ﬂ.LZS; &\ Lk.b—j (S e éj\j ¢ &)L&J\ %‘

40,0 17 souis



B /4 _
P LBl LU gl Ldlysg yleins Yty ST plles

Sl Ol g dagt 31 Sal

tk sl Slhens sl gl pbaladl IS Ll dlabs 38

Sy ¢ ool il Citsbly el o il e sles Sldaes f Slighes & slidl pas o)
el S AL aLAl el Lo sk f wgodas st

i (K5 ¢ pad] AL ALl oLl sl Lol lsham of gl o] lighas £ pas —TENY
sV sl (3 ade ol i)l oo gLl Wslall lalal) Tes Ll Loy (ol olsesY
O e e

slalby caldl b2l 0gB e [y 4 B 3 Lede ogadll Selldl delss Lo Oshelally diled abale gibose aily

o Ylg blgdly Jlas Y1 ot Y I e e @03 (3 ¢ 3wl byl e Ogmingy ¢ duglly 2355

lslly Ll sl OB e Al B3 (3 Bpae en LS ¢ FLall Oyl (ool SISy gl S0l oy

kel ol =Y

Mia ST Calls 0deds 2l of s e plol of w8 Jggome L) Jole o Cabse IS Ladl Aol dazs

Losaill asldly 1) il 3EY 1 el LAy alaly sl SV 3 aSal) e 0L

Alell o3 el ulsdl (3 Lele

shpadl 378 I 2otz adlal) ablslly axgll G jles Aol oY) Lol cpbalaall e WBlad) 2l bjss

Mia goimdy . pladl e[, 2l 096 e [A] 83U ade 50t Lo 38y vgis slagul 3 ST A of ¢ Adall ity

U byl e elael) capllly cno) Wl e ¢ g

Al K clgm ¢ Aad (5 s ol zhae) o e o ) o 2 =3 "l a2 —vs sy
i)l ok 3 F el ddes G ple gt Jor 3 ST S50 58 o

ial dads o ol ad) hee & bl L] of Bl apas U] o5 "] A" RITY

Sl @485 Gag o)) e ST ol il oy (i ol Bl &0 oy Bls e "agbly au " —rsey

cL gl o ¢ B (3 of elal (3 of el (3 Jobieal el UL o5 "6 ol —yvees
jelps A i of slad) adae 3 peSilan @ ST ¢ ol p o Jale SCs g
A L el 096 Eoale s L sl adas 3 L ST ) (oo aule (o —Yito

2 cplEyL aalaze lab ol Slogu ol Vges ol Sliaygai & P& wl el of w51ST5 o SNURE
) alabis o okl i)l g Bl WL

40,0 18 touis

AR

-Yey

-Yey

-Yee

-Y¢to



L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

-2 el Sl 1 O Aummaldt 331K

I e e B e e O R T U
Balal) oLy alall o2l 05l MS-Y Wl 055y« iadl 3Lad anlld) Al b (3 o el aall wlgd) o ol witles
Jsanll (oo el ol o OF e ¢ Oladl 1s 3 pladl o8l 055 n bl ol w1 stkasy ¢ alal o1, szl
W el il 096 (3 L josead) wlalrs ) s LS ok gl s el s s

CE et sladll @ Sgithdly Awsludt 3o
AV s Lds e llly 51 o b OF S O IS8 el Flall a ) ga ey Ll cLadll 0]

40,019 iouis



L3, L) LLad) G2 idlyeg Dyl Yy iiST) olles

[ 5~81] /1) 3y gl

Endpoint Detection and Response

40, 20 iouis



L3 Ll Ll b2l il g bz Yy ST allsi

Overview
The General Directorate of General Security in Lebanon “GDGS” is seeking proposals from qualified
partners experienced in providing, installing, deploying and maintaining an endpoint detection and

response solution (EDR).

Purpose

The GDGS is looking for the procurement of an endpoint detection and response solution (EDR) for
3,500 devices (3,000 workstations and 500 servers including windows servers (2012 and above) and 2
exchange servers) and support for the period of 5 years. The scope of this RFP is to acquire and deploy
a comprehensive EDR solution that improves the detection and response capabilities for endpoint
devices across the organization. This solution must provide continuous endpoint monitoring,
behavioural analysis, incident response, and forensic capabilities to identify and mitigate advanced threats.
It must integrate seamlessly with the existing security infrastructure and provide centralized visibility and
management

The RFP contains sufficient information and instructions to enable qualified bidders to prepare and

submit proposals and supporting material.

Solution requirements

All work must be done under the supervision of a dedicated vendor’s most qualified certified networking
expert (utilizing the resources of other less qualified technical personnel when it’s necessary and/or
appropriate). The overall technical responsibility of the project is to be carried out by this
dedicated/certified network engineer.

All the employees who are granted access to the facility should have undergone security clearance

processes to ensure that such employees are trustworthy.

Scope of Work

a—Enhanced Endpoint Security

In our environment, we have approximately 3,500 end points and servers spanning across branches,
borders and headquarters offices. The bidder has to complete the installation and implementation on 5%
of endpoints devices post they will handover to their bidder for completing the deployment on remaining

endpoints in a phase wise manner.

b-Pre-Deployment Phase

1. Conduct a current state assessment of existing endpoint security measures.
2. Identify gaps and vulnerabilities in current endpoint security.
3. Develop a deployment plan based on assessment findings.

c-Deployment Phase
1. Deploy EDR agents on all the endpoints desktops, laptops and Servers as per the best
practices.

2. Configure EDR policies and rules tailored to GDGS needs and security requirements.
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3. Conduct testing to ensure proper functionality and integration with existing security
infrastructure.
4. Provide user training and awareness sessions on EDR capabilities and usage guidelines.

d-Operation Phase

1. Continuous monitoring of endpoints for suspicious activities and threats.

2. Real-time detection of malware, unauthorized access attempts, and other security
incidents.

3. Incident response planning and execution based on EDR alerts and findings.

e—-Response and Remediation
1. Define incident response procedures and escalation paths.

2. Contain and mitigate threats identified through EDR capabilities

f-Device Control Capabilities

1. Policy Definition:

e We should define policies specifying which types of devices (e.g., USB drives, smartphones,
laptops) are allowed or blocked.

e Specify conditions under which devices are allowed (e.g., only encrypted devices, specific
vendor IDs).

2. Enforcement Mechanism

e Implement mechanisms to enforce these policies at the endpoint level.

e Control access based on device attributes (e.g., type, manufacturer, serial number).

3. Monitoring and Reporting

e Monitor device connections and activities to detect unauthorized devices or policy violations.

e Generate reports on device compliance status and incidents.

g-Posture Check
1. Endpoint Assessment
= Assess endpoint security configuration (e.g., antivirus status, firewall settings, OS and Build
number).
= Evaluate compliance with corporate security policies and standards.
2. Remediation
Automatically remediate non-compliant endpoints (if supported) or provide mechanisms to

security administrators on how to bring their systems into compliance.

h-Data Loss Prevention
1. Data Protection across Environments: Bidder will deploy the DLP solutions aiming to protect
data across various environments including on-premises networks and outgoing channels,
preventing users from leaking sensitive data outside the environment.
2. In coordination with Networking department identify and engage the IT, security teams,

compliance officers, and end-users to understand their needs and expectations.
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10.

11.

Gather detailed requirements related to data protection, compliance needs (e.g., GDPR,
Cert-in, guidelines and regulations etc. and organizational policies and based on those policies
to be created for DLP monitoring and reporting.

Ensure that the DLP solution complies with relevant regulations and standards.

DLP should be configured to provide real-time visibility into data movement across sources,
egress channels and destinations.

Custom data classification for accurate contextual visibility into data egress events.

Data movement of sensitive personally identifiable information (PII) and reduce noise with
nuanced classifications based on a combination of content patterns, web sources and file types.
Establish procedures for responding to DLP incidents, including data breaches or policy
violations.

Generate and review reports on DLP incidents, policy violations, and overall eftectiveness to
support audits and compliance efforts. Reports should be provided as per the technical
specifications provided for Reporting.

Regularly review and update DLP Policies and configurations to adapt new threats,
regulatory changes or organizational changes and evaluate the performance and eftectiveness
of the DLP solution.

Make necessary adjustments to policies, configurations, and deployment strategies to enhance

data protection and minimize impact on endpoint performance.

i—-Updates and Upgrades:

1.

We should get both manual and auto-update functionalities for new version updates and
upgrades ensures flexibility and reliability in managing software updates.
Manual and Automatic Updates Approach
Oftering both manual and auto update options allow our IT team to choose the approach
that best suits our operational requirements and policies.
Risk Management
Manual updates can be used for critical updates that require careful oversight, while auto
updates can handle routine patches and maintenance tasks.
Patch Management

i. Implement regular updates and patches for EDR software and agent components.

ii. Ensure compatibility with operating systems and other endpoint software.
Implementation Considerations:
User Notifications: Regardless of the update method chosen, clear communication and
notifications to end users about upcoming updates are essential to manage expectations and

minimize disruptions.

40,0 23 touis
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j-Reporting and Analysis

1. Performance Matrix

After deployment of solution in GDGS network environment, Bidder needs to analyze
Key performance indicators (KPIs) for EDR effectiveness (e.g., mean time to detect,
mean time to respond) and required to provide their assessment report on half yearly basis
till completion of the contract period.

Regularly generate and review reports on EDR activities, incidents, and outcomes.
Conduct periodic security assessments on half yearly basis and audits to evaluate EDR
efficacy and identify areas for improvement.

Continuous Monitoring: Should be configured for all the endpoints assets of GDGS's
includes desktops, servers and other critical assets for any signs of malicious activity or
security breaches.

Threat Detection: Utilizing this platform along with advanced threat detection
technologies it should identify and alerts on suspicious behavior, indicators of
compromise (IOCs), and potential security incidents in real-time.

Proactive Threat Hunting: This involves actively searching for hidden threats and
anomalies within our environment that may evade automated detection systems.
Incident Response Support: In the event of a confirmed security incident threat hunting,
bidder should provide rapid incident response support. This includes containment,
investigation, root cause analysis, and remediation guidance to minimize the impact of
the incident.

Threat Intelligence Integration: Threat intelligence should be integrated from its global
intelligence network and external sources. This helps enhance detection capabilities and
provide context for identified threats.

Security Analytics and Reporting: Threat hunting should generate comprehensive
reports and analytics on security events, incidents, and trends. These reports help us
understand our security posture, identify recurring issues, and make informed decisions.
Customized Alerts and Notifications: Threat hunting delivers customized alerts and
notifications based on predefined rules and thresholds, ensuring timely awareness of
security incidents and potential threats,

Compliance and Regulatory Support: Module should help GDGS in meeting
compliance requirements by providing relevant security monitoring, reporting, and
documentation as needed.

Continuous Improvement: continuously improve security posture through proactive
recommendations, threat insights, and ongoing optimization of security policies and

configurations.

40,0 24 1ouis
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2. Patch Management
e Implement regular updates and patches for EDR software and agent components.

e Ensure compatibility with operating systems and other endpoint software.

5- Continuous Improvement

e Feedback and Improvement
- Solicit feedback from end-users to improve EDR effectiveness and user experience.

- Implement process improvements based on feedback and lessons learned from incidents.

6— Emergency Response Planning

e Bidder in consultation with GDGS Network team need to develop contingency plans for critical
incidents affecting EDR operations and endpoint security.

e Service Level Agreement (SLA) and Penalty
The bidder needs to execute a Service Level Agreement with covering all terms and conditions of
this tender. Bidder need to strictly adhere to Service Level Agreements (SLA). Services delivered by
bidder should comply with the SLA mentioned in the table below.

e Essential Support: 24 x5

a. Itshould offer proactive engagement to help us maximize the benefits of platform.

b. Response time aligns within four hours for non-critical and one hour for critical cases.

c. Essential support may include knowledge base articles, online communities, troubleshooting
assistance and additional features like security reviews and access to named technical account
managers.

d. SLA for EDR typically defines the expected response and resolution times based on the severity
of the incidents.

e. Here's a general outline for SLA tiers based on severity levels:

o High Severity
a) Response Time: Immediate to very short, typically within 1 hour.

b) Resolution Time: Urgent action required, Aim for resolution within 4 hours.
c) Examples: Critical security incidents such as active ransomware, widespread data breach, or
critical system compromise.

o Medium Severity
a) Response Time: Prompt response required, typically within 4 hours.

b) Resolution Time: Action required within 24 hours.
c) Examples: Suspicious activities on critical systems, potential malware infections affecting
multiple endpoints.

o Low Severity
a) Response Time: Response within 8 hours.

b) Resolution Time: Action required within 48 hours.

c) Examples: Minor alerts, low-risk anomalies that do not immediately impact critical operations.

40,5 25 iouis
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These SLA tiers help prioritize and manage incident response based on the criticality and potential
impact of each security event detected by the Endpoint Detection and Response system. It's
important for organizations to customize these SLAs based on their specific operational needs and

risk tolerance levels.

7- Compliance Matrix

Bidder ensure that EDR solution and related modules supports listed technical specifications and they
will make sure that they will configure the solution in such a way that GDGS will check all the listed
technical features and used in our Network architecture. Any non-compliance to below mentioned

technical specifications may lead to rejection of bid.

Features Requirements Comply (Y/N)

1- End point Detection and Response

1.1 The proposed solution should provide difterent engines to
protect standard endpoints (laptops, desktops, workstations) and
servers, VMs, and workloads to provide better protection

depending on the specific threats aftecting them.

1.2 The proposed solution should support a connected threat
defense architecture, providing integration between the
different components and a one pane of glass visibility

2- End Point Agent

2.1 Single End Point agent must provide all the below
features/functionalities in the form of dedicated module for
each of them and not via any custom behavior rules:

*  Next-Gen Anti-Virus, with detection based on signatures,
heuristics, machine learning, and behavior analysis

* Activity monitoring and endpoint telemetry collection

*  Device control (USB, BLUETOOTH)

* Application control

*  Endpoint/Host Firewall

*  Vulnerability protection using host-based IPS with virtual
patching to protect from zero-day vulnerabilities

* Additional capabilities for servers:
= Integrity monitoring

» Log inspection

2.2 The EDR sensor should provide advanced threat hunting,

investigation, and response capability

40,0 26 iouis
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2.3 The EDR Solution must have manual and auto updates/
upgrade feature and function allowing staggered rollout of

security updates, patches to end points.

2.4 The endpoint agent must collect continuous and near real time
events from managed endpoints, including, but not limited to,
information of process execution, URL’s Accessed, user login,
administrator access, file activity, Suspicious in-memory
executions, DNS resolutions, Network operations, Disk

operations, Registry changes etc.

2.5 The endpoint agent must have low resource utilization (Disk,
RAM, CPU) at the endpoint level for all endpoints, except
while executing scheduled scans and/or during attack/breach
containment and remediation, and support all major Windows
OS: Win 7,10, 11 and major flavors of Linux OS (RHEL,
Ubuntu, CentOS etc.), Oracle enterprise Linux version 8.0 and
above. Endpoint agent must support virtual infrastructures and

virtualized data centers.

2.6 Solution must support all major Internet browsers (Microsoft

edge, Google Chrome. Mozilla Firefox etc.)

2.7 Solution should not be dependent on operating system updates
or specific versions to deliver functionality. Endpoint agent
must operate in both user and kernel space on Windows at least
and operate in at least user mode on other OS, to provide full

visibility and to eliminate blind spots for all OS.

2.8 The endpoint agent should offer tamper protection to ensure
that its files, processes, and data on endpoint may not be
altered/terminated/erased in any way, even by Administrators.
Administrators and/or End-Users must also not be able to
uninstall/remove/disable endpoint  agent and/or  its
plugins/components  (if any)  without  authorization

token/code/key.
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2.9  Deployment of endpoint agent must be possible through
mechanisms such as Microsoft Active Directory Group Policy
Update (GPO), command line execution (escalated and silent:
no User interface) and must not require any sort of user
interaction and/or intervention during installation and must not
require  system reboot on any OS. Also, any
update/patches/version changes/downgrade to the endpoint
agent must not require system reboot as well and such changes
(update/patches/version changes/downgrade) to the endpoint
agents must be operated directly from the same console.
Removal of endpoint agent (if required) must also be possible

through similar methods.

3— Next-Gen Anti—Virus and EDR

3.1  The endpoint agent must have the capability/functionalities of
Next-Gen Antivirus and End Point Detection and Response
(EDR) in a unified module without depending upon any other
3rd party solution or infrastructure. Must be compatible and
tully functional on Windows, Linux and MAC OS

3.2 The endpoint agent must offer comprehensive protection,
without depending upon traditional signature-based
techniques, against known malware and O-day unknown
malware, with AI/ML techniques-based protection on the
agent itself (offline protection or static AI/ML and Behavioral

based protection)

3.3  This protection (both offline and online) includes techniques
such as file-based malware, file less / script-based malware,
Behavioral based detection, DLL Side loading, in memory
attacks, common exploits like Return-oriented programming
(ROP) attacks, Heap Spray Attacks, Structured Exception
Handling Overflow Protection (SEHOP) corruption, Null
page exploits, MS Office macros, Java exploits, shell code
detection, Process injection detection, privilege escalation, and

zero-day advanced targeted malware. The solution must also

have Exploit Prevention for Windows, Linux and MAC
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3.4 Action(s) to be taken for remediation of these threats must also
be taken care of from the console itself. The minimum set of
actions include delete quarantined files, clean impacted files,
isolate/contain an endpoint from network, process termination,
service termination, and adding a file or URL to the suspicious

object list.

3.5 Integrity Monitoring must closely monitor for any changes
(creation, deletion and modification) in real time within System
Files, Folders, Registries for all designated and managed
systems. Using a baseline secure state of the endpoint as a
reference, the integrity monitoring module performs scans on
the above and logs an event (and an optional alert) if it detects
any unexpected changes. It must provide at the bare minimum:
* Ability to create custom integrity monitoring rules using

XML Dashboard to showcase hosts with most violations,
Top Changes made, change trends with change severity
ratings.

* Change Log

3.6 It must be possible to block custom Indicators of Compromise
(IOCs): IP addresses and hashes at the managed endpoint itself
through EDR console.

3.7 Remediation for incidents on affected endpoints for any type
of detected threat(s) as above should not be dependent upon
backups, shadow copies and/or on any other 3rd solution. No
reserve storage space on endpoint machine must be required by
or allocated to the endpoint agent for remediation on any OS
version. Solution must have surgical remediation for incidents

instead of relying upon backups as the first resort.

3.8  There must be a provision to configure and execute (real time
and scheduled) scans on managed endpoints based on
configured threat prevention policies / configuration / settings
(at least on Windows) and without adversely impacting
endpoint resources (CPU, RAM, Disk) in order to detect

dormant threats, present in these endpoints.

3.9  The proposed solution should defeat all malware threat lifecycle
stages. This includes Entry Point Protection, Pre-Execution

Protection, Runtime Protection, and Exit-Point Protection
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3.10 The proposed solution should provide protection against web
malicious threats. The feature must be capable to block
connections at browser level as well as at OS kernel level. The
feature must support both web reputation and dynamic analysis

of the web content

3.11 The proposed solution should support Virtual Patching to
automatically detect and shield unpatched or zero-day
vulnerabilities on the servers. Virtual patching should be

provided by the host-based IPS via rules.

3.12  Virtual patching rules can be configured in prevent mode or
detect only mode, based on a recommendation scan of the

endpoints

3.13 The proposed solution's vendor should be the market leader in
vulnerability disclosure. The vendor should prove its capability
to discover zero-day vulnerabilities and build security controls

to protect endpoints and servers from the relevant exploits

3.14 The proposed solution should be recognized as a leader by

Gartner

3.15 The proposed solution should be recognized as a leader by

Forrester Wave

4—- Device Control

4.1 The endpoint agent must be able to detect, identify and block
the system (endpoint: desktop/server) from accessing physical
devices such as removable storage devices, Wired, and Wireless
Network Adapters (over USB channel), imaging devices, and
others. This feature must be enabled in the endpoint agent itself
without dependency on any other 3rd party solution (ex:
Active Directory Group Policy). Must be compatible at least on
Windows, MAC, Linux OS.

4.2  The solution must provision whitelisting of authorized
removable devices from corresponding policies/ configuration/
settings from the same console as that for the proposed solution
for this project. Whitelisting should consist of options such as
read only and both read and write access. Whitelisting may be
carried out based on properties like device type (removable
storage, camera, printer, etc.) or by specifying list of users from
AD
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4.3  There should be a provision for displaying customizable OR
inbuilt alerts/messages to endpoint (users) in case of
unauthorized and/or authorized removable devices are

connected to the endpoint.

5- Endpoint Firewall

5.1 The endpoint agent must have inbuilt component for
Client/Host/endpoint firewall as a part of the same solution and
must not be dependent on any other 3rd party solution and/or

infrastructure

5.2 The endpoint firewall must be able to allow, drop and
log/monitor bidirectional traftic at the endpoint level for all
protocols (at least for TCP, UDP and ICMP) based on
customizable polices/settings/configurations on the same
console as the proposed solution. The policies may be
configured to allow, block, and/or monitor traffic in specified
direction (originating from endpoint or targeted at endpoint),
based on target/initiator IP Addresses (and subnets as well) and

port(s) and protocol(s) at the bare minimum.

5.3  Firewall Policy should work based on the internal/external

network configuration, should be Location aware.

5.4  The proposed solution should support agent-based stateful
Firewall to allow controlling host-based network traffic,

protocols, and port numbers

5.5  The configured firewall policies for desktops and servers should
not abnormally interfere with normal functioning of these
endpoints in any way to ensure there is no outage in the

network and/or required services are not impacted.

6—- Data Loss Prevention

6.1  The solution should have unified agenti.e., same agent of EDR

to perform data protection

6.2 Data protection deployed without requiring additional

software push or reboot

6.3  Solution should provide predefined content patterns, option to

create custom content pattern using regex

6.4  Solution have ability to create detection based on the data

restriction policy, and define severity for the detection.

6.5  Solution should be able to give the details of the events

triggered by data protection
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7- Reporting and analytics

7.1 The solution should support custom dashboards each designed
for use by different teams (executives, security analysts, etc),
providing information on relevant detections (anti-malware
events, IPS and FW events, DLP events, etc.) and endpoint

security posture

7.2 The system should allow automatic schedule of reports to

identified recipients.

7.3 The reports should be exported to at least CSV or PDF formats.

7.4 The system should support detailed reporting with custom and

scheduling options

7.5  The solution should support alerting and custom notifications
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8 —-Training

Provide certified training on the product architecture, functionality and the solution design and an
advanced Level 2 training for /2/ Admin

The training shall cover all the aspects of the proposed solution.

Provide hands-on training to the GDGS personal on the implemented solution.

Must provide training options for administration, incident response and threat hunting

9- Documentation:

Supplier shall submit complete implementation and operations documentation that shall reflect all
the set up and configuration of the implementation performed in GDGS.

Provide a list of electronic and printed documentation (English) provided for installation, operation,
use, and administration of the whole solution (Soft and hard copies). The soft copy must be in
“.docx” format and contains all the configuration files and Visio drawings in “.vsd” format
Maintain detailed records of EDR configurations, policies, incidents, and resolutions.

Site specific customized documentation should be included with the product.

10- Support

Vendor maintenance that includes local support from Monday till Friday for five years.

All licenses include software subscription support essential to keep business—critical applications
available, highly secure, and operating at peak performance. This support shall cover phone calls,
emails and vendor support for the full term of the purchased software subscription.

The supplier shall ofter Labor support and on site for the full term of the purchased subscription.
Software updates and major upgrades to keep applications performing at their best, with the most
current features.

Support may include additional features like security reviews and access to

named technical account manager.

Customer portal - able to easily submit suspicious file samples, report technical issues and track

progress on submitted requests

11- General Requirements

The supplier should be a certified Partner for the proposed solution with gold level or above. The
supplier shall submit a valid certification document.
The Supplier should provide at least 3 similar references located in Lebanon.
The Supplier should provide:
= A detailed implementation plan documentation

» UAT (User Acceptance Testing) document
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12- Staffing & Team Experience:

e Provider is requested to provide details on the implementation and support team:
- Number and details of the team Certifications. (Minimum 2)

- Level of expertise.

13- Laptops (Q=3):

Technical Specifications

* Processor: Ultra Intel Core™ 17 (10 cores)

¢ Memory: Min/16/ GB DDR5-4800

e Hard Drive: 1TB NVME SSD

e Graphics: NVIDIA GeForce 40 series graphics

» Display: 16" Touch FHD+(1920x1200) IPS 300 nits
* Sound: Integrated Audio

e Camera: Built-in FHD Webcam

e Battery: Up to 8 hours; support super rapid Charge
* Networking: RJ45 Gigabit Ethernet port

*  Wireless: Wi-Fi 6 (802.11 ax) Bluetooth 5.1

¢« J/O Ports:

2 USB Type-A 2.0
USB Type-C (10 Gbps; Display port 1.4/140W power delivery)
2 USB Type- C 3.2 Gen 2 (10Gbps)
Front 1 headphone/ microphone combo
1 HDMI 2.1
o Shutter Button
e Keyboard: Arabic/English Professional Keyboard
¢ Operating system:

Windows 11 Pro for business (License must be included)
Latest Microsoft Oftice Pro
¢ Accessories:
/1] external wireless mouse, original case
External SSD (8 TB) for backup

e Warranty: 1-year, on-site, parts and labor

40,0 34 touis



i\ /4
'}f«‘““% L3 Ll Ll b2l il g bz Yy ST allsi

L33 2] () gy gl

i) dlos £ o0 ad el LU Siea T a3l BlomnaYly a2S o) ol 8 20 5 2)e S e L
[ Goll] 13/ ) Goelld ) sl ede

40, 35 iouis



)\ /24
%ﬁb".% ALl Lli) Gigrl idlpeg lmin Yy iiST) pllsi
[4@ad)/ et Lias] (V) By 3ol
id ol LU 35 A81p0g w1y 2SI alles gy 3 s
.................................................. ool w35l U]
.............................................................................. 3 A o w35l 234l
............................... BEte L 3 R0 e LA
................................. Sle @L& T S
d}fﬁ‘ J..:J.a Cevniennenneenannnnes u""ﬂ:’ Cevienneenneennnnnnes u&ﬁ Ceviennnrnnenneenenns uu\.é\ V:é)
[
Lgdly dgadl il ¢ L [ooii o b 3 P byl g Lo call gl s

e s el gy pled) S Bl Bl Llal ods ol adl alee 3 SR 2ol aailly 3 l5Y)
dlll) JLeW) Lol ey Lelalnn slesY) Jb- b Se Y S ozl oda e ¢ SbY! dasg &T C}Aj
b by Ids g il 785 e dmeld) 53U gk 33081 o Al Mo 3065 Led aid) by il 187 Jsut At

c Bzl ol Ll el e g 6T 093 WalS i

Cshed e 3 e cwls gl

S Los S Lyl cpe BT s Dgyadt s (3 2l sSY1 ey ) ey s ol LS
- Lasgrmy J- (3 0k slang

abal sy ¢ plall JW e 2o st Ly of a0 g35 g el Ol e 4 all B 1, Lol LS
e Yl ol ¢ 0T 55 s e die U573 55Y)

5 Oebe daty (b ol )

5 Ll ..“jjj v .
e o0 Ty 35y

40, 36 iouis



oé-b% G LI LUE) Sl idlpeg Alomsns Yy AdST) oLl

[‘h\}d‘ @fﬁ' J.M] (5) ('é) ‘5’9&\

............................................................................................. D el Olgs

Coladl U alall 4 pall : saslel) 4
.................................................................... DAl e w3l ozl [ o)l )
................................................................................................ pasad) el

Dk L aSE elol Dsadsl) 4

635 8 o of ¢ o BT o ¢ plaandl ol ¢ ) o LSy of Lolged of bl of (Wl
ode el il dlee g oost Flall ¢ oyl

Flall @ olas SLast of Jpam Jl- (3 pladl oS0 dalall apally plal) o) i) Ben ¢ 3L pohin —0

Sl leg (,_@GTJT ¢ cppbiaad) o ¢ cedlldl of ¢ ISy of ¢ WlSa of ¢ Ldbgs o 5T Y psd e d —o
L1731 ol Lo e b (3 alialh o dud of ¢ 30l of ala)

Hla sl s e o og)BT o ¢ planadl o ¢ el o C LSy of C Lls e T Yy pde L -
O o sl agdt e BLIL o) i) dleny aSLall b sel) o ¢ c1ST0) o (Calelal

Jiy g g Ol dngas a6l (3 35 Loal) pliagn 0555 ) ¢ gadly ) 1 Ll J- 3 ¢
il Ul pumy Wisly] s 6 gy Wit sy slad] s (b Ll

Aol W S e aslad) 1Sl Loges 2318 Slashes (67 O)

o2l mdsiy o

el el V30 385
40, 37 i



L3 Ll Ll b2l il g bz Yy ST allsi

(e) ¢y gl
[Hedid) i Ol [ 2,801 Slow 7344]

BI e Las J. ) [ sy (S L) Lk o Oles [ 2ol Ol OUST: 5 900
(Laaa)l Olge ) 3 RaM Elsg Lo JUS NI R{EN
.................................... Ll B S e e O
jt) .............................. .A:MJ\ J,dd 9\.4} [ 4.‘«'.0..,04 d.sij obJT s é)&\
c( ............................................... A0 o) YO

Ldd) gl s w65 oo (5T b ol 03 Gl 093 T8 T by O Ls g ) oF i) 2B b Hases 8y Az
sda bl 0L g (6T 053 oSn B5ag 3l DS gt (Sio b Jf e 3y Tais (Vg 25,90 alaally el

REN(IA
Al oW Gy S die o Bl Gl e TS ey widy 6 Vs Oledl) ST 0L Ele W R adey

S ) slaaYb @ Lsdlas 28 dhs (6 20 B ol gl 08y of 3 Yy Dl n J (6f 3 el 32 Y Ly
Jsgsr T o5 of o Sis s ) @il (b e Bl @ ol 223Ul (3 g (6T e Lens Wme Jiliny ST 1 OLeal

B 3Ll o) L Al e e B el gl i OF g o ¢ WS
oSl 2l (S b s Olas (Lap ol wap ol ) 0pd e ol (i is el
OF L of Ll ssuens OF 1) TGl algmie dony Al ods gy ovviiinnneeinnnn..e, W 4 Ygems 1le Ol OLS” iy

- a belis] bsals
LA Sl 4 33 ) A ik ¢ WSl 2l s Olel OUST ) slae YU U ran e C‘wﬁ: i S0
Ol 3 waml) (ST wle-Slaly a5l clsall s Oleal) OUS” na

................................................ 3 eloge Sa 3 WG] 2 W 0sE Cangll 1 L s,

s o)
D dsell

40,5 38 iouis



A3, L)1 LLi)) igrT idlpeg lomiw Yy i pllai

et Jgir £398] (1) o3y gl

Blall edl de agall lan bl sl Jlay) ol

P P53 ;
i b)) LLadl great 43109 Ll Yly CaaSl llas
Endpoint Detection and Response
..... [ :'@JL:S\

P w355y

40, 39 i



L3 Ll Ll b2l il g bz Yy ST allsi

(V) o5 gl
[windt =54¢]
id Jalt LU 85l 41509 dibmawYly C22ST1 pllas g3l Wis

D om Sgdee

ALl U alall 2l — Slbally sl 5yl — Al Al

C\.J\ UA‘Y\ CLC e i alie

ds¥1 g

.................................................... iS55 QW gl
.............................. TSNP VOO | UR-1 C74
RETINY
caaB M e s Y aye [ s o5 A by 2l s -\
e [ovoiil oo b QU G pJAM [(1) o) Goll] Sl Jodr Y

- dedall

Be Al bWl (2SN plai s (2 g i ) cees W8 (Blad) agdl) sl S dalall &l il
el [v] 3y axdi vove [ mb () gl gl ands Al poall s 05y ¢ ad ) L)
gk b e pBlad) g o GLBYIE U

i3y BlzaYly LSl alas gild Wl Yo [ b o3y Lol iy g
i) s e T ¥ T w0 ais ) gDy 23 1)) blad) 3

Lyl o> 3 AWadl) Slisollly byl Uy amy JoST o tial) 1is g sosm oY) dikiz U1 a8l gz
o am Ll Sy oSl LgY1 sl ¢ s

i) 3 gy e Tlzed T B dotid) len sl

B e Las Jd [ o5y Ton 1n oY) 203 W
EW{EN

o Ly w35l ey o skl de 3L 30U sl s a3 agLad) g 53
¢ ol il disy e (3 Ao b Al Rudasly oled)) gis
- o daal disy s e Lo W8 plp b el adlall 2l s Ranll g S12 0S5

Yoo/ g @y Yoo/

: éfﬁ\ asll
s dawdr aaly

- A aal
:dayl g1 sl

S E-NIY)

s dwdludt 3l

[ G

Jo¥l G, QU 3l

40,0 40 imi



